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>>>>BEGINNING OF CHANGES<<<<
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1] or TS 23.501 [2].

3GPP UAV ID: Identifier assigned by the 3GPP system and used by external AF (e.g. USS) to identify the UAV. GPSI is used as the 3GPP UAV ID.

A2X communication: A communication to support Aircraft-to-Everything (A2X) services leveraging PC5 reference points. A2X services are realized by various types of A2X applications, e.g. Broadcast Remote ID (BRID) and Detect And Avoid (DAA). A2X does not include Direct C2 communication.
A2X message: A dedicated messaging type of A2X service.

A2X service: A data service, offered to A2X applications and optionally A2X Application Servers. An A2X service belongs to one A2X service type. An A2X service can be associated with one or more A2X applications, and a A2X application can be associated with one or more A2X services.

A2X service type: A type of A2X service, which is identified by any one of ITS-AID (ITS Application Identifier), PSID (Provider Service Identifier) or AID (Application Identifier) according to values defined specifically for aviation applications.

NOTE 1:
It is expected a dedicated set of A2X services will be defined with associated A2X service types. The definition of DAA/UAV service type is out of scope of 3GPP.

Application Layer ID: An identifier identifying an entity, e.g. a UAV, a UAV-C, within the context of a specific A2X application. This identifier is used for Direct C2 Communication. The format of this identifier is outside the scope of 3GPP.

NOTE 2:
The Application Layer ID could be e.g. CAA-Level UAV ID for UAV defined by other SDOs e.g. ASTM, etc.

Area Airspace Manager (AAM): A ground-based entity that is responsible for managing the airspace for a specific area/arena so that correspondingly residing UAVs are prevented to collide with each other and with other physical objects. For this purpose, AAM is able to detect UAVs residing in the specific airspace and provide policies for collision avoidance to the corresponding UASs. The AAM acts as a TPAE having specific abilities for direct communication with UAVs relevant for the applicable airspace and it includes one or more UEs enabled for use of PC5.
Broadcast Remote ID: The capability of providing Remote Identification and Tracking over broadcast radio links.

NOTE 3:
In the scope of this release, the radio link for Broadcast Remote ID is assumed to utilize radio technologies outside the scope of 3GPP.

CAA (Civil Aviation Administration)-Level UAV Identity: a UAV identity assigned by USS/UTM, and uniquely identifies a UAV at least within the scope of a USS.

Command and Control (C2) Communication: the user plane link to deliver messages with information of command and control for UAV operation from a UAV controller or a UTM to a UAV or to report telemetry data from a UAV to its UAV controller or a UTM. C2 communication may be over Uu reference point or PC5 reference point.
C2 Aviation Payload: Contains application layer information sent by the UAS to the USS containing UAV pairing information and/or flight authorization information that is transparent to the 3GPP System.
C2 Authorization Payload: Contains application layer information sent by the USS to the UAV containing e.g. C2 pairing information and/or C2 security information that is transparent to the 3GPP System.

C2 Pairing Information: Contains UAV-C Addressing Information which may e.g. include the UAV-C IP Address.

Detect And Avoid: The capability to see, sense or detect conflicting traffic or other hazards and take the appropriate action.

Direct Detect And Avoid: DAA that leverages communications over PC5 reference point.

Direct C2 Communication: the UAV controller and UAV establish a direct C2 link over PC5 reference point to communicate with each other.

Direct C2 message: A dedicated messaging type of Direct C2 service.

Direct C2 service: A data service, offered to Direct C2 applications. A Direct C2 service belongs to one Direct C2 service type. A Direct C2 service can be associated with one or more Direct C2 applications, and a Direct C2 application can be associated with one or more Direct C2 services.

Direct C2 service type: A type of Direct C2 service, which is identified by any one of ITS-AID (ITS Application Identifier), PSID (Provider Service Identifier) or AID (Application Identifier) according to values defined specifically for aviation applications.

NOTE 1:
It is expected a dedicated set of Direct C2 services will be defined with associated Direct C2 service types. The definition of Direct C2 service type is out of scope of 3GPP.
Networked UAV Controller: a UAV Controller connected to the 3GPP network and connected to the UAV via a 3GPP network.

Non-Networked UAV Controller: a UAV Controller not connected to the 3GPP network and connected to UAV via a transport outside the scope of 3GPP, e.g. internet connectivity or direct wireless communication over a technology outside the scope of 3GPP.

Networked Remote ID: The capability of providing Remote Identification and Tracking to a USS over 3GPP network.

Remote Identification (Remote ID) of UAS: The ability of a UAS in flight to provide identification and tracking information that can be received by other parties, to facilitate advanced operations for the UAS (such as Beyond Visual Line of Sight operations as well as operations over people), assist regulatory agencies, air traffic management agencies, law enforcement, and security agencies when a UAS appears to be flying in an unsafe manner or where the UAS is not allowed to fly. The Remote ID information payload may include Serial Number or Session ID assigned to the UAV, location of the ground-station controller, emergency status indication, etc.

Third Party Authorized Entity: is either a privileged Networked UAV Controller, or a privileged Non-Networked UAV Controller, or another entity which gets information on sets of UAV controllers and UAVs from the 3GPP network, and may be connected to the UAV via the Internet; it may be authorized by the UTM to interface with sets of UAV(s).

UAS NF: a 3GPP UAS Network Function for support of aerial functionality related to UAV identification, authentication/authorization and tracking, and to support Remote Identification.

UAS Service Supplier (USS): An entity that provides services to support the safe and efficient use of airspace by providing services to the operator / pilot of a UAS in meeting UTM operational requirements. A USS can provide any subset of functionality to meet the provider's business objectives (e.g. UTM, Remote Identification). In the scope of this specification, the term USS refers to both USS and USS/UTM.

UAS Traffic Management (UTM): a system that can safely and efficiently integrate the flying UAV along with other airspace users. It provides a set of functions and services for managing a range of autonomous vehicle operations (e.g. authenticating UAV, authorizing UAS services, managing UAS policies, and controlling UAV traffics in the airspace).

UAV controller: The UAV controller of a UAS enables a drone pilot to control an UAV.

UAV operator: the entity owning and operating a UAV.

UAS Container: A container to the 3GPP system that includes UUAA Aviation/Authorization Payload and/or C2 Aviation/Authorization Payload. The internal content of the individual payloads is transparent to the 3GPP system.
UAS Services: refers to establishment of connectivity for a UAS for communication with USS, for C2, for remote identification, and for UAV location and tracking.

USS communication: A communication between a UAV and a USS other than C2 communication, by means of user plane data transmission for some UAS Services.

NOTE 4:
The PDU session/PDN connection for C2 communication and the PDU session/PDN connection for USS communication can be common or separate.

UUAA Authorization Payload: Contains application layer information optionally including UUAA result for UAV consumption provided by the USS to the UAS which is transparent to the 3GPP System.
UUAA Aviation Payload: Contains application layer information provided by the UAS to USS and is transparent to the 3GPP System

Uncrewed Aerial System (UAS): Composed of Uncrewed Aerial Vehicle (UAV) and related functionality, including command and control (C2) links between the UAV and the control station, the UAV and the network, and for remote identification. An UAS may comprise of a UAV and a UAV controller.

Unknown UAVs: A list of the UAVs to be identified in the target area and served by the PLMN as the result of the UAV tracking requested by USS/UTM.
UUAA: UAV USS authentication and authorization procedure of the UAV to ensure that the UAV has successfully registered with a USS and has therefore been authorized for operations by the USS. An UAV is authenticated and authorized by USS via a UUAA procedure with the support of the 3GPP system before connectivity for UAS services is enabled.

UUAA-MM: the UUAA procedure optionally performed during registration to a 5GS.

UUAA-SM: the UUAA procedure performed during the establishment of a PDU session and performed during the establishment of a PDN connection.

For the purposes of the present document, the following terms and definitions given in TS 23.287 [11] apply:

NR Tx Profile

Intelligent Transport Systems

ITS Application Identifier

Provider Service Identifier

Application Identifier

>>>> NEXT CHANGES<<<<
4.2.1.2
A2X UAV communication over PC5 reference point

4.2.1.2.1
General

This clause describes the support of an Aircraft-to-everything (A2X) mechanism based on PC5 reference point. A2X leverages V2X mechanisms as defined in TS 23.287 [11] to support Broadcast Remote ID (BRID) and Direct Detect And Avoid (DDAA). A2X leverages both LTE PC5 as defined in TS 23.285 [12] and NR PC5. For LTE PC5 in EPS, the network scheduled operation mode defined in TS 23.285 [12] is not supported and the A2X uses only the UE autonomous resources selection mode. A2X does not support Direct C2 communication.
A2X supports the following communication modes:

-
Broadcast communication mode is used for BRID.

-
Broadcast communication mode is used for DDAA to advertise UAV information.

-
Broadcast over PC5 or unicast over PC5 may be used between two or more UAVs for DDAA deconfliction triggered at the application layer by the information received by UAV via DAA messages received in broadcast.

Groupcast mode for NR based PC5 is not supported. PC5 Relay communications are not supported in this Release.

Subscription to A2X services is based on user's profile stored in the UDM containing the subscription information to give the user permission to use A2X services, as described in clause 5.5 of TS 23.287 [11] with the following differences:

-
The distinction between Vehicle UE and Pedestrian UE is not applicable to A2X.

Both UAV UEs that utilize Uu connectivity and that do not utilize Uu connectivity (i.e. either UAV UEs that are Uu capable and do not use Uu) are supported. A UAV without utilizing Uu capabilities may use A2X for BRID and DDAA and be configured via A2X1 over a transport outside the scope of 3GPP.

NOTE 1:
UAV UEs without utilizing Uu capabilities are part of the 3GPP ecosystem since they use A2X1 for configuration by a A2X Application Server and implement PC5 connectivity specified by 3GPP.

Both UAVs with UICC and UAVs without UICC (i.e. with no subscription to an MNO) are supported. UAVs with no UICC can only perform A2X communications when authorized for "not served by E-UTRA" and "not served by NR".

In this version of the specification, it is assumed all UAV UEs requiring DAA and BRID support A2X capability.

Editor's note:
Whether A2X communication over PC5 between the UAV UEs served by different PLMNs and with subscriptions to different PLMNs is supported depends on the RAN WG2 feedback.

NOTE 2:
It is assumed that any security of A2X solution is addressed by SA WG3.

NOTE 3:
The A2X application layer schemes developed in other SDOs are outside the scope of this specification.

>>>> NEXT CHANGES<<<<
5.4
Direct C2 Communication

5.4.1
General

A UAV that supports Direct C2 Communication may establish direct PC5 link with a UAV-C. Only NR PC5 is supported for Direct C2 Communication. The UAV that is engaged in Direct C2 Communication may or may not be capable of connection with 3GPP network. The UAV is authorized by the USS for establishing Direct C2 Communication with the UAV-C. The UAV-C with which the UAV performs Direct C2 Communication may be pre-configured in the UAV or provided by the network as described in clause 5.4.3. The UAV may be preconfigured with the Direct C2 service type for direct C2 Communication, direct C2 pairing information (e.g. Application Layer ID of the UAV-C), a default Destination Layer-2 ID for initial signalling to establish unicast connection, authorization policy for direct C2 Communication.

5.4.2
Authorization policy for Direct C2 Communication service

The UAV that supports Direct C2 Communication may be provisioned with the following authorization policy:

-
When the UAV is "served by NG-RAN":

-
PLMNs in which the UAV is authorized to perform Direct C2 Communication over PC5 reference point when "served by NG-RAN".

-
When the UE is "not served by NG-RAN":

-
Indicates whether the UE is authorized to perform Direct C2 Communication over PC5 reference point when "not served by NG-RAN".

5.4.3
Procedure for C2 authorization by the USS for using the Direct C2 Communication service

If the UAV is capable of 3GPP network connection, the UAV performs the C2 authorization as described in clause 5.2.5. If the UAV supports Direct C2 Communication and intends to request C2 authorization for Direct C2 Communication to the USS, it shall include an indication for Direct C2 Communication authorization in the authorization request.

In 5GS, the following procedures are used to request C2 authorization for Direct C2 Communication to the USS:

-
The procedure for C2 Authorization request during UUAA-SM procedure in 5GS as specified in clause 5.2.5.2.1 with the following enhancements:

-
In step 0: When the UAV needs to establish a direct PC5 link required for connectivity to UAV-C (i.e. Direct C2 Communication), the C2 Aviation Payload sent by the UAV includes an indication that the authorization is also for Direct C2 Communication. In addition, the UAV includes the direct C2 pairing information (if available) in the C2 Aviation Payload.

-
In step 4: If the authorization request for Direct C2 Communication was included in step 0 and the C2 authorization is successful, the USS may include direct C2 pairing information containing the UAV-C's Application Layer ID in the C2 Authorization Payload which is further forwarded to the UE in the Naf_Authentication_AuthenticateAuthorize response.

-
The procedure for UE initiated PDU Session Modification for C2 Communication as specified in clause 5.2.5.2.2 with the following enhancements:

-
In step 2: When the UAV needs to establish a direct PC5 link required for connectivity to UAV-C (i.e. Direct C2 Communication), the C2 Aviation Payload sent by the UAV includes an indication that the authorization is also for Direct C2 Communication. In addition, the UAV includes the direct C2 pairing information (if available) in the C2 Aviation Payload.

-
In step 7: If the authorization request for Direct C2 Communication was included in step 2 and the C2 authorization is successful, the USS may include direct C2 pairing information containing the UAV-C's Application Layer ID in the C2 Authorization Payload which is further forwarded to the UE in the Naf_Authentication_AuthenticateAuthorize response.

-
The procedure for UE initiated PDU Session Establishment for C2 Communication as specified in clause 5.2.5.2.3 with the following enhancements:

-
In step 1: When the UAV needs to establish a direct PC5 link required for connectivity to UAV-C (i.e. Direct C2 Communication), the C2 Aviation Payload sent by the UAV includes an indication that the authorization is also for Direct C2 Communication. In addition, the UAV includes the direct C2 pairing information (if available) in the C2 Aviation Payload.

-
In step 4: If the authorization request for Direct C2 Communication was included in step 1 and the C2 authorization is successful, the USS may include direct C2 pairing information containing the UAV-C's Application Layer ID in the C2 Authorization Payload which is further forwarded to the UE in the Naf_Authentication_AuthenticateAuthorize response.

In EPS, the following procedure is used to request C2 authorization for Direct C2 Communication to the USS:

-
The procedure for UE requested PDN connectivity for C2 authorization as specified in clause 5.2.5.3.1 with the following enhancements:

-
In step 1: When the UAV needs to establish a direct PC5 link required for connectivity to UAV-C (i.e. Direct C2 Communication), the C2 Aviation Payload sent by the UAV includes an indication that the authorization is also for Direct C2 Communication. In addition, the UAV includes the direct C2 pairing information (if available) in the C2 Aviation Payload.

-
In step 4: If the authorization request for Direct C2 Communication was included in step 1 and the C2 authorization is successful, the USS may include direct C2 pairing information containing the UAV-C's Application Layer ID in the C2 Authorization Payload which is further forwarded to the UE in the Naf_Authentication_AuthenticateAuthorize response.

5.4.4
Procedure for Direct C2 Communication establishment

The procedure for Unicast mode V2X communication over PC5 reference point as defined in clause 6.3.3.1 of TS 23.287 [11] is used for establishing C2 communication over PC5 reference point, with the following enhancements:

-
In step 3:

-
the V2X Service Info is set to Direct C2 service type for direct C2 Communication. The Direct C2 service type for direct C2 Communication may be preconfigured in the UAV.

-
the Source User Info is set to the Application Layer ID of the UAV.

-
the Target User Info is set to the Application Layer ID of the UAV-C. If the Application Layer ID of the UAV-C is provided by the network as described in clause 5.4.3, that Application Layer ID is used. Otherwise, the preconfigured Application Layer ID of the UAV-C is used.

-
The destination Layer-2 ID is set to a default Destination Layer-2 ID for initial signalling to establish unicast connection as preconfigured in the UAV.

In this Release, only Unicast mode communication over PC5 reference point is supported for Direct C2 Communication.

NOTE:
Security aspects of Direct C2 Communication is defined by SA WG3.

>>>>END OF CHANGES<<<<
